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Senators threaten tech companies with encryption legislation
plus.cq.com/doc/news-5789311

Senators of both parties on Tuesday told executives from Apple, Facebook and the tech industry at large that if
they don’t find ways to decrypt data on devices when asked by law enforcement agencies, then Congress would
force the companies to do so.

While encrypted data on mobile devices and end-to-end encryption that locks up all the information traveling to
and from any internet-connected device provides significant benefits to users and shields their privacy, the
technology cannot protect criminals, lawmakers said.

“No American should want a device that becomes a safe haven for criminality,” Sen. Lindsey Graham, R-S.C.,
chairman of the Senate Judiciary Committee, said at the hearing.

Sen. Dianne Feinstein, D-Calif., the top Democrat on the committee, cited the 2015 shooting in San Bernardino,
Calif., which left 14 people dead and 22 injured. The FBI seized the iPhone of the shooter at the scene of the
crime, but Apple refused to decrypt the phone in order to allow the agency to access data on the device.

The FBI later paid an undisclosed sum of money to a third-party developer to open the phone, and Feinstein said
that kind of cost could be prohibitive to local law enforcement agencies around the country.  “I’m determined to
see that there’s a way that phones can be unlocked when major crimes are committed,” she said.

The hearing and lawmakers’ concerns come as Facebook is moving toward encrypting all of its platforms
including Facebook Messenger, and advocacy groups say that locked devices and apps are leading to an
explosion in online traffic dealing with child sexual abuse and exploitation.

The New York Times in a series of reports earlier this year found that in 2018, tech companies flagged 45 million
images of child sexual abuse on their platforms and devices. That number has grown from about 3,000 reports
in 1998 to 1 million in 2014, the Times said, citing statistics from the National Center for Missing and Exploited
Children.

Tech companies’ decision to encrypt their devices and platforms has hurt law enforcement efforts to crack down
on crime and find justice for victims, Cyrus Vance Jr., district attorney for New York, told lawmakers.

In Apple’s case, prior to 2014, when the company unveiled its operating system iOS 8, law enforcement agencies
were able to send devices to the company and its engineers would help police find the data on the phones,
Vance said. Since then Apple has tweaked its devices so as to take away that ability, he said.

Large police districts like New York spend millions of dollars to third-party developers to access encrypted
phones in a timely manner to track down criminals, Vance said. Small counties and their police departments
don’t have the resources to spend to decrypt phones, leading to an uneven system of justice, he said.
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Nearly half of about 1,600 devices that the district attorney's office gets are Apple and about 82 percent of them
are locked, Vance said. Despite using third-party techniques, about 400 phones remain beyond the reach of law
enforcement, he said. 

Apple’s Erik Neuenschwander, director of user privacy, told lawmakers that contrary to Vance’s assertion, Apple
never had a key to unlock encrypted devices prior to 2014 but was able to access data on devices if they were left
unlocked. Starting in 2014 Apple began offering a feature that allowed its users to encrypt data with a password
and since then the company had no way to access the data, he said.

Jay Sullivan, Facebook’s director of privacy and integrity for its Messenger app, told lawmakers that billions of
users around the world have come to expect encryption as a standard feature on devices and apps.

Both executives said that besides sending messages to friends and family, users also share health, financial and
other sensitive data through apps and devices, and therefore encryption is key to protecting such information
from criminals and repressive regimes.

The executives said that if their companies were to develop a decryption key to open devices and apps, then
criminals would try to get their hands on the tool.

“At this time we cannot identify a backdoor that only works for the good guys,” Neuenschwander said. "It’ll be
exploited by the bad guys.”

On their own, tech companies are unlikely to find a way around the encryption problem because if one company
were to engineer a solution it would be seen as offering a defective product, said Matt Tait, professor at the
Lyndon B. Johnson School of Public Affairs at the University of Texas at Austin.

“No one goes into a store to buy a phone that’s more accessible to the FBI,” Tait said.

If Congress passed a law forcing tech companies to comply with judicial warrants requiring them to access data
on encrypted devices, also known as data at rest, which includes photos, videos, messages and contacts stored
on a device, that would give all the companies the same set of incentives to work on a solution, Tait said.

Sen. Sheldon Whitehouse, D-R.I., tried to find a nontechnical solution to the problem, saying that if encryption
was a money-making feature for tech companies then they should be made liable for the downsides of the
technology.

“It’s really bad if you say we make money off encryption but when harm comes to pass we don’t want to own
that, it’s someone else’s responsibility,” Whitehouse said. “That’s morally and economically wrong.”

No matter how the device data encryption problem is handled, the larger issue of end-to-end encryption will
continue to pose a challenge, Tait and others said.

If the United States were to force its tech companies to do away with end-to-end encryption on apps such as
WhatsApp, Facebook Messenger, iMessage, and countless other apps, small app makers around the world would
step into the breach, the executives said.
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A messaging app called Line that’s popular in Japan and Taiwan, and Viber, an Israeli-Japanese app, each have
more than 1 billion users and both are fully encrypted, Sullivan said.

Congress may be left with no choice but to regulate, at least with respect to data on devices.

“You’re hearing us say, ‘we have slapped your hand enough, you all need to get your act together or we’ll get
your act together for you,’” Sen. Marsha Blackburn, R-Tenn., said.
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